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Objective: The present study aimed to design and explain a comprehensive conceptual model of
data governance in the Customs Administration of the Islamic Republic of Iran with emphasis on
executive, managerial, technological, and policy dimensions.

Methodology: This study was conducted using an exploratory qualitative approach based on
grounded theory and thematic analysis. Research data were collected through 11 semi-structured
interviews with experts in customs administration, data management, information technology, and
policymaking. In addition, official documents including customs laws, the digital government
transformation document, and the World Customs Organization Data Model were reviewed.
During data analysis, 508 initial codes were extracted and subsequently organized through open,
axial, and selective coding into 30 components, 12 categories, and four major dimensions. To
ensure the credibility of findings, participant validation, peer review, and theoretical saturation
techniques were applied.

Findings: The findings revealed that data governance in Iran’s customs administration is a
multidimensional and interdisciplinary phenomenon requiring synergy among technological
infrastructure, organizational structures, data-driven culture, and macro-level policymaking. Four
principal dimensions were identified, including technical-technological, organizational-
managerial, content-application, and strategic-international dimensions. The results further
indicated that the major challenges involve weak data integration, lack of coherent data governance
architecture, shortage of specialized human resources, insufficient data-driven organizational
culture, sanctions-related technological limitations, and regulatory inefficiencies. The study also
demonstrated that implementing data governance could improve managerial decision-making,
enhance transparency, facilitate international trade, strengthen data security, and increase
stakeholder trust.

Conclusion: The findings suggest that the transition toward data governance in Iran’s customs
administration is not merely a technological transformation but also requires restructuring
managerial systems, revising legal frameworks, developing digital infrastructures, strengthening
organizational culture, and aligning with international standards. The proposed model can serve as
a comprehensive roadmap for policymakers and customs managers to achieve digital
transformation, intelligent governance, and data-driven decision-making.

Keywords: Data governance, Customs Administration of the Islamic Republic of Iran, thematic
analysis, intelligent governance, digital transformation, data management
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EXTENDED ABSTRACT
Introduction

In the era of digital transformation, data has emerged as one of the most strategic organizational
assets and a key driver of governance, innovation, and decision-making. Governments and public
organizations increasingly rely on data-driven systems to improve transparency, operational efficiency,
accountability, and policy effectiveness. Consequently, data governance has become a fundamental
prerequisite for managing complex data ecosystems, ensuring data quality, maintaining information
security, and facilitating intelligent decision-making processes (Abraham et al., 2019; Alhassan et al., 2016).
Data governance refers to the collection of policies, structures, standards, roles, and processes designed
to regulate the lifecycle of data within organizations and across institutional networks.

The rapid expansion of emerging technologies such as artificial intelligence, blockchain, the
Internet of Things, and big data analytics has significantly increased the complexity of data management.
These technologies generate massive volumes of structured and unstructured data that require integrated
governance mechanisms to ensure reliability, interoperability, security, and ethical use (Leghemo et al.,
2025; Vial, 2023). Contemporary studies emphasize that organizations lacking coherent governance
architectures often face fragmented systems, low data quality, cybersecurity vulnerabilities, and inefficient
decision-making (Pansara, 2023; Zhang et al., 2022). Therefore, data governance is no longer viewed merely
as a technical function but rather as a multidimensional and interdisciplinary governance framework
involving technological, organizational, legal, ethical, and strategic dimensions (Liu, 2022).

International institutions have increasingly recognized the strategic importance of data governance
in public administration. The European Strategy for Data highlighted the necessity of establishing secure
and interoperable data ecosystems capable of supporting innovation, economic growth, and public trust
(European, 2020). Similarly, studies conducted in healthcare and neuroscience environments have
demonstrated that effective governance frameworks improve data sharing, support collaborative
innovation, and maintain ethical standards and privacy protections (Bernier & Knoppers, 2021; Bernier et al.,
2024; Eke et al., 2022). Abrams and colleagues emphasized that standardized data infrastructures are
essential for international scientific cooperation and open data ecosystems (Abrams et al., 2022). Moreover,
research on Al-enabled healthcare systems showed that weak governance structures may lead to privacy
violations, algorithmic bias, and declining public trust (Arigbabu et al., 2024).

Within this broader context, customs administrations represent one of the most data-intensive
governmental organizations. Modern customs systems process extensive flows of commercial, financial,
logistical, and security-related information across national and international boundaries. Customs
organizations play a strategic role in facilitating trade, controlling imports and exports, collecting duties
and taxes, combating smuggling, and implementing national economic policies. As global trade networks
become increasingly digitized, customs administrations are shifting from traditional operational models
toward intelligent and data-driven governance systems (Nugraha & Wibowo, 2024).

Data governance in customs organizations is particularly important because customs processes
involve multiple stakeholders, interconnected information systems, and real-time decision-making
requirements. Studies on Industry 4.0 and smart governance demonstrate that integrated data architectures
and interoperable systems significantly improve operational efficiency and organizational agility (Yebenes



& Zorrilla, 2021). Likewise, Paparova and colleagues highlighted the importance of creating integrated
governance spaces capable of coordinating data flows between institutions and ensuring organizational
coherence (Paparova et al., 2023).

In Iran, discussions surrounding smart governance, digital transformation, and data-centric
policymaking have intensified in recent years. Emamipanah demonstrated that big data analytics can
improve urban governance, transparency, and technology-based policymaking (Emamipanah, 2025).
Bensaeed and colleagues identified low organizational maturity, fragmented managerial structures, and
weak data culture as major barriers to effective data governance in governmental organizations (Bensaeed
et al., 2025). Studies conducted by Jalali Naini and colleagues as well as Torabi and Teymouri Arshad
further revealed that governance quality and data-driven systems significantly influence economic and
social outcomes (Jalali Naini et al., 2024; Torabi & Teymouri Arshad, 2024).

Other Iranian studies have emphasized the role of artificial intelligence, blockchain technologies,
official statistics, and smart governance infrastructures in improving public-sector governance and
decision-making (Keykha & Rezaei Ghahroudi, 2024; Mousavi et al., 2024; Najari Alamouti, 2024; Zafari &
Pour, 2024). Tiznaz and colleagues also stressed the importance of data governance for organizational
transformation and performance enhancement in intelligence and security institutions (Tiznaz et al., 2024).
Despite these developments, limited attention has been paid to designing a comprehensive and localized
data governance model specifically for Iran’s customs administration. Most previous studies focused
either on technological aspects of governance or on general organizational governance frameworks
without addressing the unique operational, strategic, and policy-related characteristics of customs systems.

Accordingly, the present study aimed to design a comprehensive conceptual model of data
governance for the Customs Administration of the Islamic Republic of Iran through an exploratory
qualitative approach focusing on executive and policy mechanisms.

Methods and Materials

The present study employed an exploratory qualitative design grounded in thematic analysis and
grounded theory methodology. The research aimed to identify and conceptualize the dimensions,
categories, and operational mechanisms necessary for implementing data governance within the Customs
Administration of Iran. Data were collected through semi-structured interviews with 11 experts and senior
specialists in customs administration, information technology, data management, digital governance, and
policymaking. Participants were selected purposively based on their professional expertise and practical
experience in customs and data-related systems.

In addition to interviews, official documents and strategic policy materials were analyzed,
including customs regulations, digital government transformation documents, governance frameworks,
and international customs standards. Data collection continued until theoretical saturation was achieved.
All interviews were transcribed and analyzed systematically using open coding, axial coding, and selective
coding procedures.

To ensure the credibility and reliability of findings, multiple validation techniques were employed,
including participant review, peer debriefing, triangulation of data sources, and continuous comparison of
codes and categories. The analysis process resulted in the extraction of 508 initial codes, which were
subsequently organized into conceptual categories and integrated into a comprehensive governance
model.
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Findings

The findings revealed that data governance in Iran’s customs administration is a multidimensional
and interdisciplinary phenomenon involving technological, organizational, operational, and strategic
components. Through open coding, 508 primary codes were identified and eventually categorized into 30
components, 12 categories, and four principal dimensions: technical-technological, organizational-
managerial, content-application, and strategic-international dimensions.

The technical-technological dimension emphasized the importance of digital infrastructure,
integrated customs systems, cybersecurity mechanisms, and technological interoperability. Participants
identified the Integrated Customs Affairs System as the core technological platform for customs data
governance. However, challenges such as fragmented systems, outdated infrastructure, cybersecurity
vulnerabilities, and international technological restrictions were reported as major obstacles. The findings
further indicated that technologies such as artificial intelligence, blockchain, API-based integration
systems, and data analytics tools could significantly improve risk analysis, operational efficiency, and
data-driven decision-making.

The organizational-managerial dimension highlighted the importance of institutional structures,
governance mechanisms, organizational culture, and specialized human resources. The study showed that
successful implementation of data governance requires establishing formal governance councils,
specialized data committees, and clearly defined roles such as Data Owners, Data Stewards, Data
Analysts, and Data Security Managers. Participants emphasized that organizational resistance, weak data
culture, lack of managerial continuity, and insufficient employee training hinder the development of data-
driven governance.

The content-application dimension focused on data quality, data value creation, operational
processes, and decision-making practices. Findings indicated that customs data are often treated merely
as operational information rather than strategic organizational assets. The study demonstrated that
improving data governance could enhance transparency, reduce corruption, facilitate international trade,
improve managerial decisions, and increase stakeholder trust. Data integration, quality management
frameworks, and standardized data flows were identified as essential prerequisites for operational
effectiveness.

The strategic-international dimension emphasized international cooperation, benchmarking,
policy alignment, and innovation-oriented governance. Participants stressed the necessity of aligning
Iran’s customs data systems with international standards such as the World Customs Organization Data
Model. Comparative analyses with advanced customs administrations revealed that the primary gap in
Iran’s customs governance is not technological capability alone but rather the absence of coherent
governance architecture and institutional coordination.

The proposed model demonstrated dynamic interactions among all four dimensions. The technical
dimension provides the infrastructural basis for governance, while the organizational dimension supports
institutional adaptation and cultural transformation. The content dimension enables operational value
creation, and the strategic dimension directs long-term international integration and innovation.

Discussion and Conclusion

The findings of the present study demonstrate that data governance in the Customs Administration
of Iran should be understood as a comprehensive organizational transformation rather than merely a



technological initiative. The proposed model revealed that effective governance requires simultaneous
integration of technological infrastructure, organizational structures, legal frameworks, data quality
mechanisms, and strategic policymaking. The multidimensional nature of the findings confirms that data
governance is deeply interconnected with institutional culture, decision-making processes, and inter-
organizational coordination.

The technical findings indicate that fragmented information systems and insufficient digital
infrastructures significantly limit the ability of customs organizations to implement integrated and
intelligent governance systems. Modern customs administrations increasingly rely on interoperable
systems, real-time analytics, and risk-based decision-making mechanisms. Therefore, strengthening
cybersecurity, improving system integration, and investing in advanced technologies such as artificial
intelligence and blockchain are essential for achieving effective customs governance.

The organizational findings further revealed that technological transformation alone cannot ensure
governance success. Organizational culture, managerial commitment, employee capabilities, and
institutional coordination play decisive roles in the sustainability of governance initiatives. The absence
of a strong data-driven culture and insufficient professional expertise were identified as key barriers to
implementation. Consequently, long-term governance success requires continuous training programs,
institutional restructuring, and the establishment of formal governance bodies responsible for policy
implementation and oversight.

The study also demonstrated that customs data governance directly contributes to transparency,
operational efficiency, and public trust. By enabling standardized data flows and integrated analytical
systems, governance mechanisms improve managerial decision-making and support trade facilitation
processes. Furthermore, the findings suggest that data governance can reduce corruption risks and enhance
accountability through transparent monitoring and traceable information systems.

At the strategic level, the study highlighted the importance of international alignment and global
interoperability. Customs organizations increasingly operate within interconnected global trade
ecosystems, making compliance with international governance standards essential. The proposed model
provides a pathway for aligning Iran’s customs administration with international governance practices
while preserving institutional flexibility for local adaptation.

Overall, the study concludes that data governance in Iran’s customs administration requires a
holistic and integrated approach encompassing technological modernization, institutional reform, legal
adaptation, and cultural transformation. The proposed conceptual model offers a comprehensive roadmap
for policymakers and customs administrators seeking to establish intelligent, transparent, and data-driven
customs governance systems capable of supporting digital transformation and international trade
development.
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