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Objective: The present study aimed to identify, analyze, and rank the challenges faced by small
and medium-sized enterprises (SMES) in the adoption of technology and e-commerce.
Methodology: This applied study employed a descriptive-survey design. The statistical population
consisted of e-commerce technology experts, managers of e-commerce businesses, and university
faculty members specializing in e-commerce. A total of 13 experts were selected through snowball
sampling. Initially, a comprehensive review of the theoretical foundations and domestic and
international literature led to the identification of 29 challenges, which were classified into
organizational, individual, and environmental dimensions. These challenges were then
incorporated into a DEMATEL questionnaire and distributed among the experts to determine the
intensity of causal relationships among the factors. Data were analyzed using the fuzzy DEMATEL
technique and MATLAB software.

Findings: The results of the fuzzy DEMATEL analysis indicated that within the organizational
dimension, telecommunications infrastructure was the most influential factor, while infrastructure
security and communication protocols were the most affected factors. Employee training exhibited
the highest level of interaction with other organizational variables. In the individual dimension, low
public internet literacy and limited familiarity with internet capabilities emerged as both the most
influential and the most interconnected factors, whereas the shortage of experienced specialists
familiar with information technology legal issues was identified as the most affected factor. In the
environmental dimension, the government’s vision toward digital-era advancement was found to
be the most influential and interconnected factor, while insufficient government budget allocation
for information technology was the most affected factor. Overall, infrastructural, educational,
governmental support, and policy-related challenges were identified as the key determinants
influencing e-commerce adoption among SMEs.

Conclusion: Technology and e-commerce adoption in SMEs is influenced by the interaction of
organizational, individual, and environmental factors. Strengthening communication
infrastructures, improving digital literacy, developing specialized human resources, enhancing
governmental financial and legal support, and establishing clear digital economy policies can
facilitate e-commerce adoption and improve the competitiveness and sustainability of SMEs.
Keywords: Small and Medium-Sized Enterprises (SMEs), Technology Adoption, E-Commerce,
Organizational Challenges, Individual Challenges, Environmental Challenges, Fuzzy DEMATEL.
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EXTENDED ABSTRACT
Introduction

The rapid advancement of information and communication technologies has fundamentally
transformed the global business environment and reshaped the competitive landscape for organizations of
all sizes. Among these developments, e-commerce has emerged as one of the most influential innovations,
enabling organizations to improve operational efficiency, reduce transaction costs, expand market access,
and enhance customer engagement. E-commerce is no longer limited to online buying and selling
activities; rather, it encompasses integrated digital processes that support communication, supply chain
management, customer relationship management, and strategic decision-making (Gupta, 2014; Song et al.,
2019). Consequently, organizations increasingly view digital technologies as critical resources for
achieving sustainable competitive advantage.

Small and medium-sized enterprises (SMES) constitute a major component of national economies
worldwide. They contribute significantly to employment generation, innovation, regional development,
and economic growth. Despite their importance, SMEs often face considerable constraints in financial
resources, technological capabilities, and managerial expertise. These limitations make the adoption of
advanced technologies and e-commerce systems more challenging than for large organizations (Nazir &
Roomi, 2020; Shaikh et al., 2021). Nevertheless, digital technologies provide SMEs with unprecedented
opportunities to overcome resource limitations, improve market responsiveness, and compete effectively
in both domestic and international markets (Hu et al., 2019; Ocloo et al., 2020).

Technology adoption has become a central topic in information systems and management research.
The Technology Acceptance Model (TAM) proposes that perceived usefulness and perceived ease of use
are the primary determinants of users’ intentions to adopt and utilize new technologies. Over time, this
model has been extended to include organizational, social, and environmental variables that influence
technology acceptance in different contexts (Mohammadi & Hosseini, 2025; Williams & Smith, 2025). Recent
studies have applied TAM to emerging technologies such as artificial intelligence, intelligent systems, and
digital assistants, demonstrating that infrastructure quality, trust, organizational support, and technological
competence significantly affect adoption behavior (Wang & Yu, 2026; Wang et al., 2025; Zanganeh et al.,
2025).

The literature on e-commerce adoption among SMEs highlights a wide range of influencing
factors. Barroso et al. identified entrepreneurial characteristics, operational management, digital
platforms, marketing capabilities, and technological infrastructure as critical determinants of e-commerce
success (Barroso et al., 2019). Similarly, Choshin and Ghaffari emphasized the combined effects of
technological, organizational, and environmental factors on successful e-commerce implementation
(Choshin & Ghaffari, 2017). Research conducted in emerging economies further indicates that inadequate
infrastructure, insufficient governmental support, lack of skilled personnel, and financial constraints
represent substantial barriers to digital transformation (Esmaeilpour et al., 2016; Nazir & Roomi, 2020).

Previous studies have generally categorized adoption barriers into organizational, individual, and
environmental dimensions. Organizational factors include infrastructure readiness, information security,
strategic orientation, organizational culture, and employee training (Majedi, 2021; Safari & Mokhlesi, 2021).
Individual factors involve digital literacy, technological skills, attitudes toward innovation, and readiness



for change (Houshmand & Amiri, 2022; Shojaeifard & Babazadeh Shoushtarian, 2022). Environmental factors
encompass government policies, legal frameworks, economic conditions, industry competition, and
national technology infrastructure (Ocloo et al., 2020; Shaikh et al., 2021). Despite the growing body of
literature, there remains a need to identify and prioritize these challenges systematically, particularly in
developing countries where digital transformation remains uneven.

In Iran, although considerable efforts have been made to promote digitalization and e-commerce,
SMEs continue to face substantial obstacles in adopting technological innovations. Limited infrastructure,
insufficient digital skills, inadequate financial support, and regulatory deficiencies continue to hinder
effective implementation of e-commerce practices (Houshmand & Amiri, 2022; Safari & Mokhlesi, 2021;
Shahlai, 2021). Therefore, identifying the most influential barriers and understanding their causal
relationships can provide valuable insights for policymakers and business managers seeking to accelerate
digital transformation.

Accordingly, the present study aimed to identify and rank the challenges facing SMEs in adopting
technology and e-commerce using the Fuzzy DEMATEL approach.

Methods and Materials

This applied research employed a descriptive-survey design. The study population consisted of
experts in e-commerce technology, managers of e-commerce businesses, and university faculty members
specializing in e-commerce. Thirteen experts were selected through snowball sampling due to their
extensive knowledge and professional experience in the field.

Data collection was conducted in two stages. First, a comprehensive review of theoretical
foundations and previous domestic and international studies was performed to identify the major
challenges associated with technology and e-commerce adoption. This process resulted in the extraction
of 29 challenges categorized into three dimensions: organizational factors, individual factors, and
environmental factors.

Second, the identified challenges were transformed into a DEMATEL questionnaire. Participants
evaluated the degree of influence among factors through pairwise comparisons. The questionnaire was
designed as a standard DEMATEL matrix to assess causal relationships among the identified criteria.

Data analysis was conducted using the Fuzzy DEMATEL method and MATLAB software. The
analysis involved constructing the direct-relation matrix, normalizing the matrix, generating the total-
relation matrix, and calculating the prominence (D+R) and relation (D—R) indices. These indices enabled
the identification of causal and effect groups as well as the ranking of factors according to their overall
importance within the system.

Findings

The results revealed that organizational, individual, and environmental challenges collectively
influence the adoption of technology and e-commerce among SMEs.

Within the organizational dimension, telecommunication infrastructure emerged as the most
influential factor, indicating the highest level of causal impact on other organizational variables. Security
infrastructure and communication protocols represented the most affected factor, while employee training
exhibited the highest prominence score, indicating the strongest interaction with other organizational
challenges. The ranking results demonstrated that infrastructure-related issues, security concerns, and
employee capability development were among the most critical organizational barriers.
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Regarding individual factors, low public internet literacy and insufficient familiarity with online
technologies were identified as the most influential challenges. This factor exerted substantial influence
on the remaining individual barriers and possessed the highest overall prominence. Conversely, the
shortage of experienced specialists familiar with information technology regulations and legal issues was
identified as the most affected factor. The results suggest that human capital deficiencies remain a
significant obstacle to technology adoption among SMEs.

In the environmental dimension, governmental vision toward digital transformation and
technological advancement was identified as the most influential factor. This variable exerted the strongest
causal effect on other environmental challenges and demonstrated the highest prominence score.
Conversely, insufficient governmental funding for information technology was found to be the most
affected factor. Other significant environmental barriers included limited governmental support for
projects, inadequate financial assistance to private firms, high software acquisition costs, and regulatory
inconsistencies.

Overall, the findings indicate that infrastructure readiness, digital literacy, employee
competencies, and governmental commitment constitute the most critical determinants of successful
technology and e-commerce adoption among SMEs.

Discussion and Conclusion

The findings demonstrate that technology and e-commerce adoption among SMEs is a
multidimensional phenomenon influenced by interconnected organizational, individual, and
environmental factors. The prominence of telecommunication infrastructure highlights the fundamental
role of technological readiness in enabling digital transformation. Without reliable communication
networks and adequate connectivity, organizations cannot fully utilize digital technologies regardless of
their strategic intentions.

The results also underscore the importance of security-related concerns. As organizations
increasingly rely on digital platforms, concerns regarding data protection, transaction security, and privacy
become more significant. The effectiveness of e-commerce systems depends heavily on stakeholders’
confidence in the security and reliability of digital transactions.

Another important finding concerns the central role of employee training. Human resources serve
as the bridge between technological infrastructure and organizational performance. Even when advanced
technologies are available, organizations cannot realize their benefits unless employees possess the
necessary skills and competencies to use them effectively. Continuous training and workforce
development therefore remain essential components of successful digital transformation strategies.

The significance of internet literacy further emphasizes that technology adoption extends beyond
organizational boundaries. SMEs operate within broader social environments where customer awareness,
digital competence, and technological readiness influence the demand for and acceptance of electronic
services. Low levels of digital literacy among users can reduce the effectiveness of e-commerce initiatives
and slow market adoption.

The environmental findings reveal the substantial influence of governmental policies and strategic
vision. Government support through infrastructure development, regulatory frameworks, financial
incentives, and digital transformation initiatives can significantly facilitate technology adoption.



Conversely, insufficient investment and weak institutional support may limit the ability of SMEs to benefit
from technological innovations.

In conclusion, the study demonstrates that successful adoption of technology and e-commerce
requires a comprehensive approach addressing organizational capabilities, human resource development,
and supportive environmental conditions simultaneously. Policymakers should prioritize investments in
digital infrastructure, educational programs, and supportive regulations, while SME managers should
focus on enhancing employee competencies, strengthening technological capabilities, and fostering a
culture that embraces innovation. By addressing these interconnected challenges, SMEs can improve their
competitiveness, accelerate digital transformation, and achieve sustainable growth in the digital economy.
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